Configuration Instructions for Windows XP to Connect to the
ORU Employee Wireless Network

The purpose of this document is to provide information to assist a user to configure devices to connect
to the ORU Employee wireless network. It is not intended to be an exhaustive source of information
about configuring settings for wireless networks. It is divided into sections based on OS or device type.

The network names, or SSID’s, used in this document are for illustration only and may not be actual
names of the network the user is attempting to connect to.

NOTE: This document assumes the desired network is up and the device to be connected is in range.

Windows XP

Open the Wireless Network Connection Properties (Figure 1).
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Right click on the computer and click on properties. The next figure should appear on the computer.
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- Wireless Network Connection Properties 1| E'

General |Wireless Metwarks | Adwvanced

Connect using:

EHE IntellR]wireless Wik Link 49654GM

Thiz connection uzes the following items:
= 'Client Service for Methfare
g Meovel Client for Windows

g Client for Microsoft Metworks

JB 1y ovvell Distributed Priet S ervices
4 | >

M2

[£

[ [nztall... ] [ Uninztall Froperties

Drezcription
Enables thiz computer ta lag on to Metware servers and
access their rezources.

Show icon in notification area when connected
Hatify me when this connection hag limited or no connectivity

(] ] [ Cancel

Figure 1

Click the Wireless Networks tab (Figure 2).
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-+ Wireless Metwork Connection Properties E| g'

General | Wireless Metworks |,|'l‘|,|j-.'.'an|:e|j

[¥]iLse Windows to configure my wireless network, settings

Awallable netwaorks:

To connect to, dizconnect from, or find out more information
about wireless netwarkz in range, click the button below,

Wiew YWireless Mebworks

Preferred netwaorks:
Automatically connect to available nebworks in the arder listed
belo:

'ﬁ:' DRU-Emplovees Automatic]

A attwifi [Autamatic]
Move down

Add... H Bemove H Properties ]

Learn about zetting up wireless nebwork, Advanced
configuration, =
[ ] ] [ Cancel ]
Figure 2

Select the network you wish to connect to and click the Properties button (Figure 3). If the network you
wish to connect to is not listed, you may be able to add it by clicking the Add button. If you are unable

to add the network you may be out of range or it could be down.

Page 3 of 7



ORU-Employees properties

Azzociation |.-'-‘-.uthentic:atiu:nn | Cannection

MHetwork, name [5510]: | |

[] Connect even if thiz network iz not broadeasting

Wirelesz network ke

Thiz nebwark, requires a key for the fallowing:

Metwork, Authentication: | WP " |

D ata encryption;

The kev iz provided for me automatically

Thiz iz a computer-to-computer [ad hoo) netwark; wireless
access pointz are not uzed

[ ak. ] [ Cancel

Figure 3

e The Network Authentication drop down choices may vary from device to device. Select a choice
from this list which is in order of preference:

1. WPA2-Enterprise
2. WPA2
3. WPA-Enterprise
4. WPA
e Select AES for Data Encryption.
e Uncheck the “Connect even if this network is not broadcasting” box if it is checked.

Click the Authentication tab (Figure 4).
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ORU-Employees properties

Azzociation | Authentication |En:nnnec:tin:nn

Enable IEEE 802 1« authentication far thiz netwark,

=Nl Frotected EAP [PEAF]

¥

unavailable

[] Authenticate az computer when computer information iz awvailable

[] Authenticate az guest when uzer or computer infarmation iz

(] ] [ Cancel

Figure 4

e Select “Protected EAP (PEAP) from the EAP type dropdown.

e Uncheck the “Authenticate as computer when computer information is available” and
“Authenticate as guest when user or computer information is unavailable” check boxes if they

are checked.

Click the Properties button (Figure 5).
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Protected EAP Properties

When connecking:

[ ¥ alidate server certificake:

[] aaa Certificate Services

[] AC Raiz Certicdmara 5.4,

[] AC RAIZ DMNIE

[] &C RAIZ FMMT-RCM

[] ACEDICOM Roat

[] &-CERT ADVANCED

[] ACHLE

£ [

8]

54

| W

Select Authentication Method:

|Secured password (EAP-MICHAP w2) w |

Enable Fast Reconnect
[ ]Enable Quarantine checks

[ ] pisconnect if server does not present cryptobinding TLY

Ik l [ Cancel

Figure 5
e Uncheck the Validate server certificate checkbox if it is checked.
e Select “Secured password (EAP-MSCHAP v2) from the Select Authentication Method.

Click the Configure button (Figure 6).

EAP MSCHAPvZ Properties

"When connecting:

] Automatically use my YWindows logon name and
pazzwiord [and domain if any).

| 0k |[ Cancel ]

Figure 6
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e [f your user name and password on the device is the same as your Novell user name and
password, you may check the “Automatically use my Windows logon name and password (and
domain if any).” checkbox. This setting will enable you to log into the network without entering
your user name and password a second time. Otherwise, uncheck the checkbox.

Click the OK button.

Click the OK button on the Protected EAP Properties window.
Click OK on the network Properties window.

Click OK on the Wireless Network Connection Properties window.

At this point the device should be configured so that it is able to connect to the ORU wireless network.
You must still establish a connection and log in to obtain network services.

Depending on device configuration, you may be required to manually initiate a connection to the
network or the device may automatically attempt to connect. If you see a login window the device is
attempting to connect.
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